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What I plan to do this morning  is to highlight what GRAMA is and why it is important and then focus more specifically on GRAMA requests and the different elements of bids, contracts, and proposals that might pertain to your office functions. I will include some examples of related cases that have come before the SRC and I would be happy to discuss those in greater detail if time permits. Largely, however, I want to focus on any specific questions you may have for me about questions you have in your offices. GRAMA addresses the surface level very well, usually, the questions are about the details that GRAMA does not address clearly, or at all. 

Before we start on GRAMA I want to quickly review retention schedules. 4 different.
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Enacted in 1992, GRAMA, or The Government Records Access and Management Act, is Utah’s open records law. Nationwide, open records laws are also referred to as “Sunshine Laws.” GRAMA has two primary purposes: to balance the public’s right to access information about government business and the right of privacy in relation to personal data and to recognize the need of government to restrict records for the public good. It is important to note that GRAMA favors providing access to records when the interests of the public and the interests of the government are determined to be of equal value. This is referred to as the “weighing provision.” We will discuss this provision in more detail in a bit. 
GRAMA is modeled after the federal Freedom of Information Act (FOIA), which went into effect in 1966. In the Freedom of Information Act Congress intended to reconcile the core value of open government with issues of personal privacy, and with the sensitivity of some government records. Just as FOIA governs access to federal records, GRAMA governs access to records created by government in Utah. All 50 states have laws which govern access to government records. 

FOIA, GRAMA, and other “Sunshine Laws,” are designed to protect both privacy and transparency in government. GRAMA does this by creating and describing a classification system within which specific records can be identified so that appropriate (
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access can readily be determined. Like FOIA, GRAMA includes an appeals process whereby decisions to deny access can be challenged. 
In its opening paragraphs the law further states that the legal intent is to: 1) promote the public’s right to easy access to unrestricted public records, 2) specify conditions under which the public interest in allowing restriction outweighs the public’s interest in access, 3) prevent government abuse of confidentiality by defining when confidentiality is appropriate, 4) provide guidelines for both disclosure and restriction which are consistent with national standards, and 6) establish fair and reasonable records management practices. Government record keepers should consider these objectives when making decisions about whether to provide access to government records. 

The current law includes the following nine parts:

Part I, called General Provisions, makes a statement of legislative intent, includes definitions for terms used in the law, and identifies exemptions; 

Part II, Access to Records, covers details about who should have access to records and how that access should be provided; 

Part III, Classification, includes details about records classification. It identifies three categories of restricted records: private, controlled, and protected, and  lists records that qualify for each classification.

Part IV, Appeals, outlines the appeals process for records access denial.  (cont’d ()
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Part V, State Records Committee, creates the State Records Committee and outlines its duties, which are to approve records retention and to hear appeals to records access denials.  

Part VI, Accuracy of Records, identifies the rights of individuals about whom data is maintained, outlines how records can be amended, and explains that records must be maintained according to approved retention schedules.

Part VII, Applicability, identifies exceptions to the applicability of the law.  

Part VIII, Remedies, defines criminal penalties and liabilities associated with violation of the law.  

Part IX, Public Associations, states that public associations are also subject to this act. This section was added to cover the committees involved in managing the 2002 Olympic winter games in Utah.
Updates are made yearly to the GRAMA law, generally including but not limited to adding or modifying definitions and updating records categories for public, private, protected and controlled records. Agencies can track these changes by accessing a copy of the GRAMA law posted to the Archives website. Changes from the prior year law are marked in red.
In the 2+ decades since its initial passage, no substantial changes have been made to GRAMA.
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There are four primary classifications in GRAMA, public, private, controlled and protected. Private and controlled records deal almost exclusively with information about individuals. For today, I will only focus on public and protected records, unless you have a specific question.
Public

By definition a public record is a record that is not classified as private, protected, or controlled, and is otherwise not exempt from disclosure (63G-2-103(21)). GRAMA states that anyone has the right to inspect a public record, free of charge, during normal business hours. GRAMA also states that a “record is public unless otherwise expressly provided by statute” (63G-2-201(2)). This means that “public” is the default classification for all government records. Or as I like to say, in Utah, records are public until proven protected. 

There are two tiers of public records, records that must ALWAYS be disclosed and records that are normally public but where conditions may exist for part of the record to be redacted before release.

Examples of records that must always be disclosed include: UCA 63G-2-301(2). (
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a) certain information about government employees, including names, business e-mail addresses and phone numbers, gender, gross compensation, job title, job description and qualifications; 

j) documentation of the compensation paid to a contractor or private provider; (a contractor works for government while a private provider is hired by government to work for the citizens); 

k) summary data, which means statistical data derived from restricted records that does not reveal the restricted elements; 
GRAMA lists records that are normally public. These records include those for which access or certain information within can be restricted if circumstances exist that make interests favoring restriction outweigh the interests favoring access. Normally public records are listed in UCA 62G-2-301(3) and they include: 
 (b)  records documenting a contractor's or private provider's compliance with the terms of a contract with a governmental entity;

(c)  records documenting the services provided by a contractor or a private provider to the extent the records would be public if prepared by the governmental entity;

(d)  contracts entered into by a governmental entity;

(e)  any account, voucher, or contract that deals with the receipt or expenditure of funds by a governmental entity;





            (cont’d ()
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(f)  records relating to government assistance or incentives publicly disclosed, contracted for, or given by a governmental entity, encouraging a person to expand or relocate a business in Utah, except as provided in Subsection 63G‑2‑305(35);
(h)  correspondence by and with a governmental entity in which the governmental entity determines or states an opinion upon the rights of the state, a political subdivision, the public, or any person;

(j)  drafts that are circulated to anyone other than:

(i)  a governmental entity;

(ii)  a political subdivision;

(iii)  a federal agency if the governmental entity and the federal agency are jointly responsible for implementation of a program or project that has been legislatively approved;

(iv)  a government‑managed corporation; or

(v)  a contractor or private provider;

(k)  drafts that have never been finalized but were relied upon by the governmental entity in carrying out action or policy;

(p)  records maintained by the Division of Forestry, Fire, and State Lands, the School and Institutional Trust Lands Administration, or the Division of Oil, Gas, and Mining that evidence mineral production on government lands;











(cont’d ()
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Protected Records

Protected records usually do not contain data about individuals, but they contain information that is restricted because restricting access is thought to be in the public interest not in the interest of the governmental entity. Generally, access to protected records is limited to those who provided the record. Currently, GRAMA includes 63 categories of protected records. 

Some common examples of restricted records include:

1) trade secrets, defined as 

"Trade secret" means information, including a formula, pattern, compilation, program, device, method, technique, or process, that:
     (a) derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable by proper means by, other persons who can obtain economic value from its disclosure or use; and
     (b) is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.

      If the person submitting the trade secret has provided the governmental entity with:


(A)  a written claim of business confidentiality; and

(B)  a concise statement of reasons supporting the claim of business confidentiality.






(cont’d ()
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(ii)  Any of the following who provides to an institution within the state system of higher education defined in Section 53B‑1‑102 a record that the person or governmental entity believes should be protected under Subsection 63G‑2‑305(40)(a)(ii) or (vi) or both Subsections 63G‑2‑305(40)(a)(ii) and (vi) shall provide the institution within the state system of higher education a written claim of business confidentiality in accordance with Section 53B‑16‑304:

2) commercial or non-individual financial information if disclosure could result in injury, unfair competitive advantage, or impair obtaining information in the future.

3) commercial or financial information to the extent that disclosure would lead to financial speculations that would be detrimental to government or the economy.

4) records the disclosure of which could cause commercial injury or result in a competitive advantage to competitor of a commercial project entity.

More examples of protected records are:
5) test questions and answers to be used in license certification, registration, or academic exams.

(6)  records the disclosure of which would impair governmental procurement proceedings or give an unfair advantage to any person proposing to enter into a contract or agreement with a governmental entity, except, subject to Subsections (1) and (2), that this Subsection (6) does not restrict the right of a person to have access to, once the contract 
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or grant has been awarded, a bid, proposal, or application submitted to or by a governmental entity in response to:

(a)  a request for bids;

(b)  a request for proposals;

(c)  a grant; or

(d)  other similar document;

except bids and proposals cannot be restricted after the bid has been awarded. 

(35)  records that would reveal negotiations regarding assistance or incentives offered by or requested from a governmental entity for the purpose of encouraging a person to expand or locate a business in Utah, but only if disclosure would result in actual economic harm to the person or place the governmental entity at a competitive disadvantage, but this section may not be used to restrict access to a record evidencing a final contract;
40) (a)  the following records of an institution within the state system of higher education defined in Section 53B‑1‑102, which have been developed, discovered, disclosed to, or received by or on behalf of faculty, staff, employees, or students of the institution:

(i)  unpublished lecture notes;

(ii)  unpublished notes, data, and information:

(A)  relating to research; and

(B)  of:

(I)  the institution within the state system of higher education defined in Section 53B‑1‑102; or








(cont’d ()
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(II)  a sponsor of sponsored research;

(iii)  unpublished manuscripts;

(iv)  creative works in process;

(v)  scholarly correspondence; and

(vi)  confidential information contained in research proposals;

(b)  Subsection (40)(a) may not be construed to prohibit disclosure of public information required pursuant to Subsection 53B‑16‑302(2)(a) or (b); and

(c)  Subsection (40)(a) may not be construed to affect the ownership of a record;

(57)  records provided or received by the Public Lands Policy Coordinating Office in furtherance of any contract or other agreement made in accordance with Section 63J‑4‑603;
All record classifications are temporary. Records that are not classified as public should become public when the justification for the restrictive classification no longer exists. All records are presumed to be public 75 years after their creation, with the exception that records containing information about individuals 21 years of age or younger at the time of the record’s creation shall be presumed public after 100 years. 
Records classification may change with each GRAMA request, based upon the information being sought and based on who is making the request.
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A GRAMA request is simply a records request. The first requirement is that “a person making a request for a record shall submit the request to the governmental entity that prepares, owns, or retains the record.”

The law requires a person making a request to furnish the governmental entity with a written request containing the person’s name, address, daytime phone number and a description that identifies the requested record(s) with reasonable specificity.  Government offices routinely provide public records without a GRAMA request, but a written request is required to initiate the time frames and other requirements outlined in GRAMA.

Agencies should designate trained employees to handle GRAMA requests. 

**Records officers should respond to GRAMA requests as soon as reasonably possible, but no later than ten business days after receiving the written request. Or, if the requester has asked for an expedited response, no later than five business days. 

**An expedited response can be requested when divulging the information benefits the public rather than a person. GRAMA states that, “Any person who requests information for a story or report for publication or broadcast to the general public is presumed to be acting to benefit the public rather than a person” (UCA 63G-2-204(4)).

**If a records officer declines to expedite a response he or she must notify the requester within five business days.     






(cont’d ()
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There are four possible ways to respond to a GRAMA request. They are: 1) provide a referral if the agency does not have that record; 2) provide the record; 3) request more time to provide the record; and 4) deny access to the requested record.


     Always, the first step in processing a GRAMA request is to determine whether the office has the requested information. If the office does not maintain the requested information, then an appropriate response will be to provide the requester with a referral to the appropriate office along with contact information if possible. 


     If the office does have the requested record, the second step is to classify the requested records to determine whether access should be granted.

          If the records officer determines that providing access is appropriate, the record should be provided. 


     If the records request is so complex that the records cannot be provided within ten business days, or if other extraordinary circumstances exist, then the agency should notify the requester of the circumstances, and let him or her know when to expect a further response.  


     If the records officer determines that a restricted classification is appropriate and that the requester is not entitled to the record, then the requester should be provided with a written notice of denial.

GRAMA goes into detail about possible extraordinary circumstances and outlines what should be done in each case. If the request is for a voluminous quantity of records, if the governmental entity is processing a large number of records requests, or if the request 
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requires examination of a large number of records to locate the requested record, then the agency should, first, disclose any responsive records that are immediately available; second, provide the requester with an estimate of how much time will be needed to complete the records request, and, finally, complete the work and disclose the records as soon as reasonably possible. A request for multiple records can be treated as multiple requests which a records officer can answer sequentially. 

If the decision about whether to release the record requires the involvement of legal counsel in order to make a classification determination, then five extra days are allowed.

If providing the requested records requires extensive editing or involves segregating public information from restricted information, then 15 days are allowed. If segregation requires computer programming then the record should be provided as soon as reasonably possible.   
A governmental entity cannot use the physical form, electronic or otherwise, to hinder the rights of anyone to inspect or make copies of records.

A governmental entity can determine that access to requested information should be restricted. When denying access, either in whole or in part, a governmental entity must provide a written notice of denial. The notice of denial must contain the following information:








(cont’d ()
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1. a description of the record(s) to which access is being denied.

2. the legal citation to the provision(s) of GRAMA or other statute which is the basis for denying access to the requested records.  

3. a statement that the requester has the right to appeal this decision to the governmental entity’s chief administrative officer.

4. a statement of the time limits for filing an appeal (30 days) 

5. the name and business address for the chief administrative officer.

A sample denial notice is available for agency use on the Archives website.

If a requester does not agree with the agency’s decision to deny access to a record, there is an appeals process that allows for an appeal of the records officer’s decision. 

Also, a third party, such as a contractor has the right to appeal an agency’s decision to release contract information to the State Records Committee. The agency is required to notify the contractor of the classification change before releasing the record. Agencies are given additional time to respond to a GRAMA request if they must contact the contractor first. 
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Confidentiality

ONLY APPLIES TO PROTECTED RECORDS UNDER 

(A)  Subsection 63G‑2‑305(1);

(B)  Subsection 63G‑2‑305(2);

(C)  Subsection 63G‑2‑305(40)(a)(ii);

(D)  Subsection 63G‑2‑305(40)(a)(vi);
Statements of Confidentiality MUST be submitted at the contractor submits their bid to the governmental entity.

Contracts are protected during the bid process, once a contract has been awarded the contract material becomes public. Only those elements covered by the confidentiality agreement will remain protected. An entire contract CANNOT be protected in a confidentiality agreement, however, trade secrets revealed by the contract can be protected by a confidentiality agreement.

The governmental entity can decide to release those parts of a record that are covered by a confidentiality agreement if the entity determines, through use of the weighing provision, that the public interest in having the information outweighs the argument for protecting the information. The entity MUST notify the vendor/contractor of this 
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decision. Once notified, the vendor/contractor may appeal the entities public classification through the State Records Committee appeals process. 
  63G-6-421.   Records of contracts made.
     The chief procurement officer or the head of a purchasing agency shall maintain a record listing all contracts made under Section 63G-6-410 or 63G-6-411 and shall maintain the record in accordance with Title 63G, Chapter 2, Government Records Access and Management Act. The record shall contain each contractor's name, the amount and type of each contract, and a listing of the supplies, services, or construction procured under each contract. 


All bid proposal become public after a final bid has been awarded.

(6)  records the disclosure of which would impair governmental procurement proceedings or give an unfair advantage to any person proposing to enter into a contract or agreement with a governmental entity, except, subject to Subsections (1) and (2), that this Subsection (6) does not restrict the right of a person to have access to, once the contract or grant has been awarded, a bid, proposal, or application submitted to or by a governmental entity in response to:

(a)  a request for bids;

(b)  a request for proposals;





(cont’d ()
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(c)  a grant; or

(d)  other similar document;
Once a contract becomes public, the governmental entity may only redact that information which is protected by the confidentiality agreement. 

63G-2-201(5)(b)

(5) (a)  A governmental entity may not disclose a record that is private, controlled, or protected to any person except as provided in Subsection (5)(b), Subsection (5)(c), Section 63G‑2‑202, 63G‑2‑206, or 63G‑2‑303.

(b)  A governmental entity may disclose a record that is private under Subsection 63G‑2‑302(2) or protected under Section 63G‑2‑305 to persons other than those specified in Section 63G‑2‑202 or 63G‑2‑206 if the head of a governmental entity, or a designee, determines that:

(i)  there is no interest in restricting access to the record; or

(ii)  the interests favoring access outweighs the interest favoring restriction of access.

Go into detail about weighing provision-- based on the equitable weighing of the pertinent interests
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(8) (a)  The court may, upon consideration and weighing of the various interests and public policies pertinent to the classification and disclosure or nondisclosure, order the disclosure of information properly classified as private, controlled, or protected if the interest favoring access outweighs the interest favoring restriction of access.

(b)  The court shall consider and, where appropriate, limit the requester's use and further disclosure of the record in order to protect privacy interests in the case of private or controlled records, business confidentiality interests in the case of records protected under Subsections 63G‑2‑305(1) and (2), and privacy interests or the public interest in the case of other protected records.
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SRC Examples:

I have brought with me 9 examples of contract related cases that have been heard by the State Records Committee since 1992. The first case was in 1994 and the most recent case was in 2008. Each of these cases represents an element of how GRAMA has been used to classify state records as protected and highlights the committees decisions. 

This chart, I included so that you could visually see the breakdown of total cases since 1992. In total, 238 cases have been brought to the committee from 1992-2011. You can see that State Agencies have had the most cases brought before the committee and Special districts have had the fewest. 
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This slide shows the breakdown of contract related cases heard by the committee. 

Discuss cases in more detail if time permits.
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This slide shows the # of contract related hearings, the % compared to all 238 cases, and the percentages for how many cases the committee denied, granted and partially granted.

In the bottom right, you can see a breakdown of how many contract related hearings have been heard by agency type and in the bottom left, how many OVERALL cases have been heard by agency. Displayed are the top 5 agencies, the number of overall hearings and the percentage of overall hearings. These top five agencies have accounted for 37.39% of all SRC hearings from 1992-2011.
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